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APPARATUS AND METHOD TO DETECT 
AN INTRUSION POINT ALONG A SECURITY FENCE 

Background of the Invention 

1, Field of the Invention 

[001] The present invention relates to a security fence of the type employing a fiber 
optic cable to detect intrusion or tampering. Further, the present invention relates to a 
method and apparatus for calibrating and initializing such a system, so that the system 
accurately approximates an intrusion or tampering location along the security fence. 

2. Discussion of the Related Art 

[002] Security fences are widely used today. For example, security fences usually 
surround the perimeters of military facilities, some government agencies, airports, residences 
of celebrities and politicians, and other such areas. Simple fences are effective in alerting an 
innocent passerby that a certain area is restricted. Deterrent fences, such as fences with 
barbed wire, razor wire, or electrical currents therein, can also be effective at deterring less 
determined persons, such as children and vagabonds, from crossing into the restricted area. 
However, determined individuals, such as criminals and terrorists, may easily bypass 
deterrent fences by using common tools, such as wire or bolt cutters to simply make a 
passageway therethrough. 

[003] A first attempt to address the concern of determined individuals entering a 
restricted, fenced area was the employment of monitoring schemes. Security guards, 
cameras, and watch dogs, to name a few, were used to monitor the fence perimeter. 
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However, such conventional monitoring systems are far from foolproof, as humans and 
animals can be distracted and often do not monitor closely due to boredom. 

[004] An improvement in the art came with the advent of employing fiber optic cable 
in conjunction with a security fence. Figure 1 shows a section of a security fence 1, in 
accordance with the background art. The security fence extends from a first end 3 to a 
second end 5. Such a security fence is formed by interlocked galvanized metal wires attached 
to support posts 2, and is commonly referred to as a "chain-link" fence. Of course, a 
protected area would be surrounded by a plurality of such fence sections, which abut, or are 
closely adjacent to, one another. 

[005] A fiber optic cable 7 is woven into an overall pattern and attached to each 
section of the security fence 1 at a plurality of locations along the section of the security 
fence 1. Figure 2 is close-up view of fiber optic cable 7 of the security fence 1. Figure 2 
illustrates the overall weave pattern of the fiber optic cable 7. Six columns and five rows of 
the weave pattern are illustrated, however in practice, there could be thousands of columns 
and dozens of rows in a weave pattern covering a complete security fence section 1. The 
galvanized wires have been removed to simplify the illustration. The fiber optic cable 7 is 
attached to the security fence 1 by a plurality of clips 9. As illustrated in Figure 3, the clips 9 
connect one portion of the fiber optic cable 7 to another portion of the fiber optic cable 7, and 
also attach the fiber optic cable 7 to galvanized wires 6 of the security fence 1 . 

[006] As illustrated in Figure 2, a light is piped into one end 12 of the fiber optic cable 
7 via a source/receiver, known as a transceiver 10 or ODTR. The light passes through the 
fiber optic cable 7 until it reaches the other end 14 of the fiber optic cable 7. At the other 
end, the light is reflected off of a termination and returns back to the transceiver 10. In 
practice, the weave pattern of Figure 2 would be continuous all over the security fence 1, and 
the one end 12 of the fiber optic cable 7 would reside at the first end 3 of the security fence 1. 
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Likewise, the other end 14 of the fiber optic cable 7 would reside at the second end 5 of the 
security fence 1 . 

[007] The time delay between the transmission of the light and the return of the 
reflected light is indicative of the length of the fiber optic cable 7. A typical length of the 
fiber optic cable 7 might be 5,000, 10,000 or even 20,000 meters (m). If the cable is 
disturbed (e.g. cut by a tool or bent sharply as by climbing), the transmission of light 
therethrough is interrupted. The interruption causes the transmitted light to be partially or 
completely stopped before reaching the other end 14 of the fiber optic cable 7, and instead 
causes the transmitted light to be reflected back to the transceiver 10 from the point of the cut 
or sharp bend. 

[008] The transceiver 10 constantly monitors the time delay between transmitting 
light and receiving reflected light back. If the measured time delay remains within a 
threshold value of a standard time delay, indicative of the light reaching the other end 14 of 
the cable, the transceiver 10 knows that the fiber optic cable 7 remains unmolested (e.g. uncut 
and unbent). If the time delay varies outside of the threshold value, e.g. less than the standard 
time delay, the transceiver 10 assumes that an uncommon event has occurred, and an alarm is 
raised. 

[009] Because of the nature of the speed of light and electronic circuits, the alarm is 
raised at almost the same instant as the breaching of, or tampering with, the fence. However, 
it should be noted that the length of fence being monitored by the system is usually quite 
long. For example, one transceiver 10 can monitor a fence up to and perhaps exceeding one 
mile (1.6 kilometers) in length. In most circumstances, such a fence is too long to be 
monitored by a person or camera from a single vantage point. 

[010] Initially, it is important to gain at least a general idea of the potential breach 
(PB) point along the fence from the transceiver 10. By knowing the general area of the PB, it 
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is possible to have a quick response by personnel to the area of a PB. Further, it is possible to 
quickly activate and/or aim a camera to the general area of the PB. 

[Oil] Later, it is also very important to have a more specific idea of the PB point in 
order to facilitate inspection and servicing of the fiber optic cable 7 to ensure/restore its 
operability. If the fiber optic cable 7 has been cut, it is important to "know" a location of the 
cut with some precision, so as to facilitate its timely repair. If a general location of the cut in 
the fiber optic cable is only known to within plus or minus 30 meters, it can take several 
people a long time to trace or follow the weave pattern and try to discern the cut or damaged 
portion of the fiber optic cable 7, so that the cable can be repaired. 

[012] To locate a PB, the background art employs an arithmetic approach, as will now 
be explained. A signal is introduced into the first end 12 of the fiber optic cable 7 and 
initially travels along the security fence 1 toward a termination at the second end 14 of the 
fiber optic cable 7. The initial travel direction has been indicated by arrows in Figure 2. 
After reaching the termination, the light is reflected at the second end 14, and travels back to 
the transceiver 10. No arrows for the reflected light are included in Figure 2, in order to 
simplify the illustration. 

[013] The transceiver 10 monitors the time delay between the transmission of a light 
signal and the reception of the reflected light signal. The time delay can be converted into a 
length measurement by multiplying the time delay by the speed of the light transmitted 
through the fiber optic cable 7 (which is a known value), and dividing that product by two. 
Under normal circumstances (e.g. no cut or bending stress in the fiber optic cable 7), the 
distance calculated by the transceiver 10 will be the cable's total length (TL), otherwise the 
length will be a shorter value and will indicate a length of cable prior to the PB point in the 
fiber optic cable 7. This length will be referred to as the cut length (CL). 
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[014] To locate the ground distance (GD) from the first end 3 of the security fence 1 
to the potential breach/bend (PB) in the fiber optic cable 7, the transceiver 10 starts with the 
measured CL, and then subtracts a dummy cable length (DCL), which extends between the 
transceiver 10 and the start of the security fence 1. Next, the outcome is divided by the cable 
length used per meter of ground length (CLM). The CLM is an average value, which is 
highly dependent upon such factors as the shape of the weave pattern selected (which is 
diamond shaped in Figure 2), the closeness or density of the pattern, and the height of the 
security fence 1. In some instances, CLM could equal 25 meters of cable per one meter of 
ground distance. The equation to estimate the ground distance (GD) from the start of the 
fence to the potential breach (PB) in the fiber optic cable 3 is: GD = (CL - DCL) / CLM. 

[015] Authorized personnel use the ground distance (GD) as a general guide to 
quickly respond to a potential breach (PB). For example, a security guard would be alerted to 
a potential break-in at 1,113 meters from the start point of the fence. The guard would then 
quickly proceed to a point in the neighborhood of 1,1 13 meters from the start of the fence in 
an attempt to intercept the breaching party. Later, the service personnel would attempt to 
exactly locate a point along the fence, which is approximately 1,113 meters from the start 
point of the fence, so that the fiber optic cable 3 could be inspected and repaired, as needed. 

[016] The background art, described above, suffers several drawbacks. First, it is 
difficult to locate points along a fence line based upon a known distance from a start point of 
the fence. If the distance is long, it is tedious to measure such a distance, and the 
measurement is prone to error. Further, obstacles along the fence line can fiirther hinder a 
measurement from the start of the fence. 

[017] Second, the value CLM, which represents an average cable length used per 
meter of ground length, is a very troublesome value. In order for the ground distance (GD) to 
be accurately calculated, the CLM must remain relatively constant along the length of the 
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fence. In other words, the actual CLM at any point along the fence should remain at, or very 
near to, the value of the average CLM for the entire fence, which is used in the equation to 
calculate the ground distance (GD). 

[018] In reality, it is very difficult to maintain a relatively constant CLM along the 
entire length of the fence line. For example, the height of the fence may vary to 
accommodate terrain changes. Further, it is difficult, and hence time consuming and 
expensive, to maintain a constant weave density for the weave pattern of the fiber optic cable 
3. Therefore, there exists a need in the art for an improved system and method of calculating 
a ground distance (GD) to a potential breach (PB) point in a fiber optic cable enhanced, 
security fence, such as the security fence 1 illustrated in Figure 1. 

Summary of the Invention 

[019] It is an object of the present invention to address one or more of the drawbacks 
associated with the background art. 

[020] The present invention offers an improved system and method for locating a 
potential breach in a fiber optic cable enhanced, security fence. The present invention 
discloses an improved system and method, which allows security personal to more quickly 
appreciate a general location of a potential breach (PB) in the security fence, and to more 
accurately locate the PB for later inspection, service and repair. 

[021] Further, the present invention offers a system and method to initialize and 
calibrate a system for detecting a location of a potential breach along a security fence. 

[022] These and other objects are accomplished by a system and method for 
establishing a look-up table to be used by a monitoring system for monitoring a security 
fence. The monitoring system evaluates the integrity of a fiber optic cable, having a weave 
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pattern and attached to a security fence. Any breakage in, bending of, or stress on the fiber 
optic cable is noted by the monitoring system, and a length of cable between the monitoring 
system and the affected portion of the fiber optic cable is determined. The look-up table is 
indexed to determine a zone of potential breach. Further, an average weave density of the 
affected zone is computed, so that an approximate location of the potential breach within 
affected zone, in terms of ground distance, can be accurately determined and displayed. 

[023] Further scope of applicability of the present invention will become apparent 
from the detailed description given hereinafter. However, it should be understood that the 
detailed description and specific examples, while indicating preferred embodiments of the 
invention, are given by way of illustration only, since various changes and modifications 
within the spirit and scope of the invention will become apparent to those skilled in the art 
from this detailed description. 

Brief Description of the Drawings 

[024] The present invention will become more fully understood from the detailed 
description given hereinbelow and the accompanying drawings which are given by way of 
illustration only, and thus, are not limits of the present invention, and wherein: 

[025] Figure 1 is a perspective view of a chain-link security fence, in accordance with 
the background art; 

[026] Figure 2 is a close-up view of a fiber optic cable having a diamond-shaped 
weave pattern for attachment to the security fence of Figure 1, in accordance with the 
background art; 

[027] Figure 3 is a close-up view of a connector used to hold the fiber optic cable in 
the diamond-shaped weave pattern and connected to the security fence, in accordance with 
the background art; 
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[028] Figure 4 is a perspective view of a chain-link security fence, in accordance with 
the present invention; 

[029] Figure 5 is a block diagram of a system for building a look-up table to establish 
a monitoring system, in accordance with the present invention; 

[030] Figure 6 is a block diagram of an alternative system for building the look-up 
table to establish the monitoring system; and 

[031] Figure 7 is a flow chart illustrating a manner of operating the monitoring system 
of the present invention. 

Detail Description of Preferred Embodiments 
[032] The present invention provides an improved system and method for more 
accurately detecting the location of a potential breach (PB) point in a fiber optic cable 
enhanced, security fence, such as the fence 1 illustrated in Figures 1-3. Reference will be 
made to Figures 4-7 to describe the system and method of the present invention. 

[033] As illustrated in Figure 4, the security fence 1, in accordance with the present 
invention, is divided into a plurality of zones Zl, Z2, Z3, Z4 ? ... Zn. Each zone can be 
defined between posts 2 of the security fence 1, or between installed signals, such as light 
signals 4, or between natural objects, such as trees, streams, or rocks 6. As illustrated in 
Figure 4, Zone Zl is 30 meters in length and extends between two posts 2 of the security 
fence 1. Of course, there would most likely be several posts 2 residing within zone Zl, but 
for clarity's sake only the start and end posts 2 are illustrated. Zone 2 is 50 meters in length 
and extends between a fence post 2 and an installed light signal 4. Zone Z4 is also 50 meters 
in length and extends between a natural landmark, such as the rock 6 and a fence post 2. 

[034] Next with reference to Figure 5, a system and method of initializing a system 
for monitoring the security fence 1 will be described. A first person 21 is provided with a 
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first wireless communications device 23, such as a cellular phone, or walkie-talkie radio. The 
first person 21 walks along the security fence 1. At the zone boundaries, the first person 
pinches, bends or stresses the fiber optic cable 7. 

[035] A second person 25 is located in a control center and is provided with a second 
wireless communications device 27. The first person 21 informs the second person 25 when 
the fiber optic cable 7 is bent and the particular zone boundary at which the bend is made. 
For example, the first person may state that the bend is being made at 160 meters from the 
start of the security fence 1, and that this location should be known as the start of zone 5. As 
another example, the first person may state that the bend is being made at 377 meters from 
the start of the fence, and that this location should be know as the start of zone 13, and is 
adjacent to a red and yellow marker staff. 

[036] The second person 25 views a display 29 connected to a controller 31. The 
controller 31 is connected to the transceiver 10. Because the fiber optic cable 7 is bent, the 
transceiver 10 will provide the second person 25 with the cable length to the bend, via an 
output of the display 29. The second person 25 enters data via a keyboard 33. The data may 
include the cable length determined by the transceiver 10, the ground distance provided by 
the first person 21 and an identifier for the zone boundary. 

[037] By repeating the process for each zone boundary, the second person 25 may 
enter data into a table format, which is retained in a memory 35 connected to the controller 
31. The table establishes the zone boundaries as to: (1) their ground distance from the start of 
the fence; (2) the corresponding cable length from the transceiver to the start of the zone; and 
(3) any other relevant data, such as a marker identification or natural landmark which 
indicates the start of the zone. Table 1, set forth below, shows data entries for a security 
fence 1 covering an overall ground distance of 500 meters, and having ten zones. Of course, 
in practice the security fence could cover a much longer ground distance, have more zones, 
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have zones of greater or shorter lengths, and have zones with varying lengths or uniform 
lengths. 



Zone Number 


Starts at 


Starts at 




Ground Distance (GD) 


Cable Length (CL) 


1 


0 meters (m) 


325 m 


2 


50 m 


840 m 


3 


100 m 


1370 m 


4 


130 m 


1805 m 


5 


180 m 


2290 m 


6 


230 m 


2800 m 


7 


270 m 


3335 m 


8 


300 m 


3825 m 


9 


400 m 


4305 m 


10 


450 m 


4750 m 



TABLE 1 
Look-Up Table for Zone Boundaries 



[038] The data table may be assembled in other manners, which would not require 
two persons. For example, as illustrated in Figure 6, the second wireless communications 
device 27 may be directly or indirectly connected to the controller 31, and provide the first 
person 21 with direct access to the controller operations. In this instance, the second wireless 
communications device 27 would function in a manner similar to a wireless network router, 
and the first wireless communications device 23 would act as a linked device and would be 
capable of displaying data output to, and receiving data input from, the first person 21. For 
example, the first wireless communications device 23 could be a laptop computer or personal 
digital assistant (PDA), networked to the second wireless communications device 27. With 
the arrangement of Figure 6, the first person 21 could build and store the data table in the 
memory 35 using the first wireless communications device 23. Also, the table could be 
completely built and initially stored in a memory within the first wireless communications 
device 23, to be later downloaded into the memory 35 connected to the controller 31. Figure 
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6 also illustrates that a global positioning system (GPS) unit 40 may be included in the first 
wireless device 23. The GPS unit 40 could provide an accurate display or input of the ground 
distance from the reference point or start of the security fence 1, and hence relieve the first 
person 21 from making ground distance measurements using such devices as measuring roller 
wheels or range finders. 

[039] Once the data table has been built, the system is ready to operate. Next, an 
operating method for the security fence monitoring system will be described in connection 
with Figure 7. Figure 7 is a flow chart illustrating a method of operation for the controller 31 
of Figures 5 and/or 6. 

[040] In step S51, the controller 31 is in a monitoring state. In the monitoring state, 
the controller 31 is constantly monitoring the output of the transceiver 10. The normal output 
of the transceiver 10 is an indication of the condition where a light signal has traveled to the 
end 14 of the fiber optic cable 7, reflected and returned to the transceiver 10. Hence, the 
normal output of the transceiver 10 is a time delay value indicative of this condition. 

[041] Once the transceiver 10 outputs a shorter time delay signal to the controller 31, 
an alarm is raised in step S53. The alarm may be given by a visual or audible alarm device 
32 connected to the controller 31. Alternatively, the alarm may be a signal provided to a 
remote monitoring station, wherein the remote monitoring station will process the alarm 
signal, such as alerting onsite security personnel, activating cameras, automatically calling 
the police and property owner/manager, etc. 

[042] Next, in step S55, the controller converts the time delay signal provided by the 
transceiver 10 into a cable length value, in other words the cable length (CL) existing 
between the transceiver 10 and the point of potential breach (PB) in the fiber optic cable 7. 
The time delay can be converted into a cable length (CL) measurement by multiplying the 
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time delay by the speed of the light transmitted through the fiber optic cable 7 (which is a 
known value), and dividing that product by two. 

[043] Next, in step S57, the CL value is compared to the lookup table stored in 
memory 35 to determine the zone of the PB point. For example, if the CL=2435 meters and 
table 1, above, is stored in the memory 35, the point of PB resides in zone 5. The 
identification of zone 5 can be made on display 29 and/or transmitted to the remote 
monitoring station. 

[044] Next, in step S59, an approximate location within zone 5 of the PB point is 
calculated. The approximate location of the PB point can be found using the following 
equations. First, the ground distance along the fence line within zone 5 is calculated by 
subtracting the ground distance to the start of zone 5 from the ground distance to the start of 
zone 6. In this case, 230m - 1 80m = 50m. 

[045] Next, the cable length consumed in the weave pattern residing in zone 5 is 
calculated by subtracting the cable length at the start of zone 5 from the cable length at the 
start of zone 6. In this case, 2800m - 2290m = 510m. 

[046] Next, the cable length within zone 5 from the start of zone 5 to the PB point is 
calculated by subtracting the cable length to the start of zone 5 from the CL to the PB point. 
In this case, 2435m - 2290m = 145m. 

[047] Next, two ratios are equated and solved in order to calculate the ground distance 
of the PB point from the start of zone 5. In other words, the ratio of total cable length within 
a particular zone divided by total ground distance of that zone, is equated to the ratio of cable 
from the start of the zone to the PB point divided by ground distance from the start of the 
zone to the PB point, the last variable is the unknown variable to be determined. In this case, 
510m / 50m = 145m / X, where X is the approximate ground distance of the PB point from 
the start of zone 5. Here X = 14.2m, meaning that the PB point is located about 14.2 meters 
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in ground distance from the start of zone 5, or alternately stated about 194.2 meters from the 
first end 3 of the security fence 1 . 

[048] The method of determining the PB point along a security fence, in accordance 
with the above description offers many advantages over the background art. Primarily, the 
accuracy of the monitoring system is greatly enhanced, because there is no longer a reliance 
on an assumption that the fiber optic cable's weave pattern remains constant along the 
various portions of the security fence. 

[049] In practice, it is very difficult and time-consuming to ensure a consistent weave 
pattern density (cable length / ground distance covered) when installing a fiber optic cable 
along a security fence. Different persons may be installing the fiber optic cable at different 
portions of the security fence, the height of the security fence may change at various 
locations, natural or man-made objects may require alteration of the weave pattern (e.g. a 3 
foot diameter drainage pipe passing through a security fence will prevent any fiber optic 
weave pattern within the cross sectional area it occupies). Hence, in the background art, the 
weave pattern density at any one point or portion of the fence section could vary greatly from 
the average value determined for that fence section. 

[050] Because of this variation, the background art's monitoring system could 
inaccurately predict the ground distance to the PB point. More importantly, when the fiber 
optic cable needed to be inspected or repaired, it took extended periods of time to locate the 
PB point. 

[051] The present invention has addressed the drawbacks of the background art's 
system. By the present invention, the location of a PB point will always certainly be known 
to within a certain zone. This is because the actual cable lengths to the zone boundaries are 
stored in a lookup table within a memory. The zone boundaries can be set very close together 
for enhanced accuracy. For example, when establishing the monitoring system for a 1000 
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meter section of fence, the first person 21 could "create" zone boundaries at 10m intervals to 
establish approximately 100 zones, or at 20 meter intervals to establish approximately 50 
zones, at the discretion of the user. 

[052] Moreover, by the present invention, the approximate location of a PB point 
within a zone is more accurately predicted, because there is a reliance upon an average weave 
pattern density for the zone having the PB point, rather than a reliance upon an average 
weave pattern density for the entire fence section. It is much more likely that the weave 
pattern density will be more uniform in any one particular zone, rather that the entire fence 
section. 

[053] The invention being thus described, it will be obvious that the same may be 
varied in many ways. For example, although the above description has referred to a 
transceiver 10 as a single device, it should be readily apparent that a distinct transmitter and a 
distinct receiver could be employed, in accordance with the present invention. As such, the 
term "light transmission and reception device," as used in the claims, is meant to encompass 
the arrangement of an integrally formed transceiver and the arrangement of distinct 
components, which accomplish an equivalent function. Such variations are not to be 
regarded as a departure from the spirit and scope of the invention, and all such modifications 
as would be obvious to one skilled in the art are to be included within the scope of the 
following claims. 



